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Abstract—Large Language Models (LLMs) have recently cap-
tured the attention of the scientific community. Since the global
launch of LLM-based chatbots in late 2022, the field has wit-
nessed a rapid increase in interest from researchers, technology
providers and citizens alike. With its wide-ranging applicability,
Generative Artificial Intelligence (GenAI) has the potential to
impact various aspects of society, from improving communication
and accessibility to transforming industries such as healthcare,
education and security. More specifically, in the field of Forensic
Science, LLMs could offer significant benefits assisting Law
Enforcement Agencies (LEAs) and Forensic Practitioners in
crime investigations. This paper proposes the implementation of
a Retrieval Augmented Generation (RAG) LLM, trained with
criminology data, to provide swift and actionable insights into
specific incidents, thereby enhancing Forensic Data Analysis and
facilitating the daily operations of LEAs.

Index Terms—Generative Artificial Intelligence, Large Lan-
guage Models, Security, Forensics, Law Enforcement Agencies,
Forensic Data Analysis, Biometric Data

I. INTRODUCTION

Over the last few years, GenAI has become one of the most
popular subjects within the research community. At the same
time, technology providers across leading markets have been
investing in GenAI to deliver innovative solutions tailored to
the needs of their customers. Several definitions have been
proposed for GenAI, with the most prominent one describing
it as a branch of AI that analyzes training examples, learns
their patterns and distributions from vast datasets, and then
autonomously generates synthetic artifacts (e.g., text, images,
video and audio) based on those patterns, leveraging the
advances in Deep Learning (DL) [1], [2].

A sub-category of GenAI is that of Large Language Models
(LLMs), artificial neural networks based on the transformer
architecture. Transformer models, a key component of LLMs,

are neural networks designed to comprehend context and
semantics by analyzing relationships within sequential data,
such as the words within a sentence [3]. LLMs are proba-
bilistic natural language models proficient in general-purpose
language comprehension and generation. When it comes to
text generation, LLMs process natural language input and
iteratively forecast the subsequent token or word, thereby
generating output that corresponds to the original context [4].
Few of the most well-known LLMs include OpenAI’s GPT
versions, Google AI’s PaLM, Meta (formerly Facebook) AI’s
LLaMA versions 1 and 2, as well as Mistral AI’s Mistral.
These are only few of the LLMs that have been published over
the past years but it is safe to assume that, despite the open
research challenges [5], more are to arrive, especially from
prominent technology providers targeting various domains.

Within the LLM architecture, there lies a specific technique
of interacting with a given model, the so-called Retrieval
Augmented Generation (RAG). RAG is a technique that aims
to augment the knowledge of an LLM by incorporating supple-
mentary data using the following process. First, a Large Lan-
guage Model is enriched through document retrieval. When
presented with a query, the system is invoked to fetch the
most relevant information. This is typically determined by
initially encoding the query and documents into vectors and
subsequently identifying the documents with vectors closest
to the query vector (in Euclidean norm). Finally, the LLM
generates an output, considering both the query and the
retrieved documents [6]. The RAG technique offers several key
advantages, including the ability to streamline large generative
models, accommodate extensive contextual inputs, and stream-
line the generation process by eliminating certain steps [7].

To develop an AI model capable of reasoning about propri-
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etary data or information introduced after the model’s cutoff
date, it is essential to enhance the LLM’s knowledge by
incorporating specific information required for such tasks.
As this information is typically restricted to in-house access
only, RAG is often leveraged to expand the knowledge of
the LLM. An organization can train an LLM on-premises,
using proprietary and/or restricted data, and interact with it
accordingly. Such a scenario has a high impact, as it can be
applied in several use cases.

Forensic science is the application of scientific principles
and techniques that analyze evidence in legal contexts, often
used in criminal investigations to establish facts and sup-
port legal proceedings [12]. A branch of Forensic science,
criminalistics, is dedicated to the meticulous collection and
analysis of physical evidence obtained from crime scenes.
The employment of these scientific methodologies can heavily
assist in the investigation and resolution of criminal cases,
facilitating the establishment of connections between evidence
and potential suspects.

The application of a RAG LLM, trained with data collected
from criminal incidents and therefore capable of generating
a narration of the crime scene, can have a significant impact
on the way forensic investigations are performed today. This
paper presents the Investigation Enhancement Model (IEM),
a RAG LLM that has been customized to be used by the
LEAs during the investigation of crimes. It can provide them
with information and updates regarding a given incident, using
natural language and reason with them for specific details.
Furthermore, it can generate a complete report for this incident
and narrate the events to a user (i.e., forensic investigator)
in chronological order, enhancing situational awareness and
facilitating efficient decision-making.

The paper is organised as follows: Section II summarizes the
most recent research on LLMs and GenAI used in forensics.
Section III constitutes the core part of this work, presenting
an overview of the proposed framework, its architecture,
the functionality of the recommender, and the enhancements
brought by the incorporation of the GenAI. Section IV lists the
implementation challenges and Section V concludes this paper,
summarizing the key findings and proposing future work that
can advance the overall functionality of the framework.

II. RELATED WORK

While ChatGPT by OpenAI was not the first LLM created,
it was the first one to be made accessible by the general
public, marking the beginning of a new era for Generative
AI. Unlike its predecessors, ChatGPT exhibits remarkable
versatility across diverse subjects, rather than offering in-depth
knowledge for a single area. Trained comprehensively across
multiple knowledge domains, ChatGPT has been demonstrat-
ing considerable competence in engaging in both general and
specialized discussions [8]. LLMs have progressively become
faster and smarter ever since, having emerged as transfor-
mative technology with the potential to revolutionize various
industries including security and more specifically, forensics.

Nowadays, there are many research efforts on the applica-
tion of LLMs in digital forensics [9] extracted from various
electronic devices such as computers, servers, smartphones
and IoT-enabled devices. In [10], the impact of ChatGPT (its
latest pre-trained LLM, GPT-4) on the field of digital forensics
was examined, assessing its capability across several digital
forensic use cases including artifact understanding, evidence
searching, anomaly detection and incident response.In [11]
the potential value of ChatGPT was also assessed but this
time in locating evidence for digital investigation, focusing
on various identification tasks such as evidence evaluation,
language interpretation, conceptual comprehension, phrase and
word extraction, and criminal examination of communication
patterns. Its findings highlighted the enormous potential that
LLMs have in the realm of digital forensics. However, while
this technology shows promise in digital investigations, its
application in traditional forensics, where the collection, anal-
ysis, and presentation of physical evidence are crucial, remains
largely unexplored. The proposed solution outlined in this
paper represents an initial step towards bridging this gap.

III. DESCRIPTION OF THE FRAMEWORK

A. Overview

This paper introduces the Investigation Enhancement Model
(IEM), a software component designed to enhance LEAs
investigative capabilities in combating terrorism and serious
crime through informed decision-making. The IEM integrates
a suite of biometric identification technologies to extract
actionable intelligence, leveraging data collected from crime
scenes. The scope of data collection may vary depending
on available sources, as illustrated in Figure 1. For instance,
within areas covered by CCTV surveillance, modern phys-
iological and behavioral biometric technologies can analyze
footage to conduct facial and gait recognition on suspects
[12], [13]. This process also provides insights into additional
features of the suspect crucial to investigations, such as cloth-
ing details, brand logos, the use of facial coverings, glasses,
as well as identifying scars and tattoos. Voice recognition
[14] can further aid investigations when audio recordings are
available, revealing details about the suspect’s identity and
spoken language. These biometric traits can then be used to
deduce soft biometric attributes such as gender, age, height,
race, and ethnicity [15].

In cases involving mobile or personal devices found at crime
scenes, behavioral analysis techniques [16] can be deployed to
derive intelligence on the device owner’s habits, past locations,
and recent financial activities. Additionally, pattern recognition
algorithms [17] can be used to inspect media files from these
devices to identify pertinent patterns, such as photos related
to the victim or the crime scene. The resulting metadata
(e.g., biometric matching scores, soft biometric descriptors,
potential suspect identities, criminal histories, and incident
timestamps and locations) are then integrated into the IEM
through the Data Fusion layer, together with relevant data
from existing biometric databases such as AFIS (Automated
Fingerprint Identification System) [18] or ABIS (Automated



Fig. 1. Investigation Enhancement Model’s architecture

Biometric Identification System) [19], [20]. Within this layer,
data undergo fusion and classification, and are accordingly
routed to the respective component of the IEM.

As depicted in Figure 1, the IEM is composed of two
main components, the ”Enhancer” and the ”Recommender”.
Through the Data Fusion layer, any incident information is
seamlessly transmitted to the “Enhancer”, initiating the pre-
processing stage within the IEM. The creation of GenAI
LLM and subsequent narration generation are crafted. Then,
if biometric matching scores are obtained, these are directed
to the IEM’s second internal component, the “Recommender”.
Within this component, the received matching scores are fused
considering a predefined biometric taxonomy used for weight
assignment based on the reliability of the examined biometric
traits, producing a set of recommendations for the identities of
the potential suspects. Finally, the generated incident narration,
along with any accompanying suspect recommendations, are
sent to the framework’s user interface (UI). Following the
retrieval of the narration, the investigator (e.g., Police Officer
or forensic practitioner) can interact with the LLM through
prompt engineering to elicit further information or details
concerning specific aspects of the incident.

B. Internal Components

1) Enhancer: The Enhancer houses a GenAI model that
produces a complete narration of the crime, enabling the inves-

tigators to request additional information or details regarding
the event. This process unfolds through a series of sequential
steps, outlined as follows:

• Data Preparation: Process the incoming data using pri-
mary techniques such as converting all characters to
lowercase, eliminating whitespace, and other relevant
adjustments tailored to the specific data types received.
Furthermore, each piece of information is classified based
on context and prepares the collected data for the sub-
sequent stages. A new dataset is created, based on the
incoming data. For the RAG LLM training to succeed,
this session has to be thoroughly performed.

• Split text into chunks: Divide the incoming information
of text into smaller segments or tokens to efficiently
process and analyze information. These chunks enable the
model to handle large inputs effectively while mitigating
computational constraints.

• Embeddings loading: Convert words or tokens into dense
numerical representations, capturing semantic and con-
textual information. These embeddings enable the model
to understand relationships between words and improve
its ability to generate coherent and contextually relevant
text.

• Vector scores generation: Assign numerical values to
different elements of the input text (or tokens), often
representing probabilities or relevance scores. The chunks
created represent smaller segments of text, and are trans-
formed into the embeddings, dense numerical representa-
tions capturing semantic information. These embeddings
are then utilized to compute vector scores, which quantify
the relevance or probability of different elements within
the chunks, enabling the model to generate contextually
relevant responses or predictions.

• RAG LLM training: Integrate a retrieval mechanism
with the language model during training, enabling it
to access external knowledge sources (from the vector
scores generated), in order to enhance text generation.
This approach enables the model to produce more contex-
tually relevant and informative responses by incorporating
information retrieved from the criminal incident data.

• Narration generation: Use the newly trained LLM to
produce a narration of the investigation process, com-
bining all the data collected (along with the potential
recommendations from the Recommender).

Once the LLM has undergone training using the RAG
approach and has finalized the narration generation process,
it proceeds to transmit the narration to the frontend, making it
accessible to the investigators. In case future data associated
with a specific incident emerge, the LLM can undergo further
training to incorporate this new information into its knowledge
base. This adaptive learning process can be repeated across
various cases or incidents, provided that they are properly fed
to the LLM as separate and distinct events.

2) Recommender: The second internal component of the
Investigation Enhancement Model is the Recommender, which



is only triggered if the Data Fusion layer has collected suspect
biometric matching scores. Biometric matching scores refer to
numerical values (expressed as a percentage) generated by a
biometric-based identification system, such as facial recogni-
tion or fingerprint matching. These scores signify a potential
correlation between the biometric sample under analysis and
a stored reference sample within a suspect database, after
assessing the degree of similarity between the two samples.

Following the fusion of biometric matching scores through a
weighted average formula, which dynamically assigns varying
weights based on the number and reliability of analyzed bio-
metric modalities, the IEM’s Recommender generates a list of
potential suspects. The operational steps of the Recommender
are as follows:

• Retrieval and pre-processing of matching scores: Proceed
to retrieve and pre-process the biometric matching scores
from the Data Fusion layer.

• Biometric taxonomy definition: Create a taxonomy of the
different biometric modalities (e.g., face, gait, voice, etc.),
based on the biometric nature of the incoming matching
scores.

• Assignment of taxonomy weights: Assign biometric reli-
ability scores (weights) to the matching scores retrieved,
in order to enhance the accuracy of the recommendation
process.

• Recommendation calculation: Apply a formula to the
matching score/taxonomy weight pairs and proceed to
calculate the final recommendations.

• Suspect recommendation with confidence level estima-
tion: Recommend potential suspects and provide their
corresponding confidence level, feeding them to the RAG
LLM for the incident narration generation.

The biometric taxonomy used for the weights assignment
currently relies on [21] and [22]). Reliability scores are subject
to dynamic adjustments based on several factors, including
the quantity of analyzed biometric modalities and the values
of the matching scores generated. These adjustments occur
particularly if the received scores are below a predefined
threshold.

Finally, the Recommender will feed the results to the RAG
LLM enabling the investigators to query the model further
about the suspect recommendations, the confidence level and
the reasoning behind the produced results, allowing them to
gain insight into the identities of the actors of the incident.

Regarding the LLM to use, IEM will be based on a
local large language model, which will be trained with the
RAG approach, using all available criminal incident data as
inputs. Although research for the optimal model is underway,
current progress indicates Mistral AI’s [23] Mistral 7B as the
preferable choice, due to its ability to be deployed fast and be
easily customizable, whilst taking a relatively normal amount
of disk space. However, extensive research will be further
conducted, in order to provide the most suitable LLM for the
needs of IEM.

IV. IMPLEMENTATION CHALLENGES

Two main challenges have been identified and need to be
addressed, before and during IEM’s development. The first
is about the computational resources needed for the proper
training and final operation of a RAG LLM. Training and
fine-tuning a large language model with additional knowl-
edge sources requires considerable computational resources.
Acquiring high-quality training data and efficient data storage
further adds to the resource challenge, highlighting the need
for careful resource management to ensure effective model
training and performance.

The second challenge is about mitigating any potential bias
in the LLM that may appear during its responses to the
end-users. For this purpose, it is highly important to filter
the training data, so that they may not contain any kind
of information that can be considered as bias or societal
prejudices (e.g., for a suspect or group of suspects), for
the model not to inadvertently perpetuate these biases in its
generated responses. For instance, if the retrieved knowledge
contains gender stereotypes or racial prejudices, the model
might produce biased or discriminatory outputs, reinforcing
harmful societal norms.

Moreover, insufficient training of RAG LLMs can result in
inaccurate or nonsensical responses. Without exposure to a
well-defined and properly processed dataset, the model may
struggle to generate coherent or relevant text. For example,
if the model misinterprets retrieved knowledge or fails to
understand specific relationships between concepts, it may
produce responses that are incorrect or fail to address the user’s
query effectively. As future work, research on the optimal
resource allocation of the RAG LLM during the training phase
can be conducted, as well as the proper data preparation, in
order to avoid biases and false responses by the model. It
should also be noted that the process of fine-tuning will be
taken under consideration. However, since fine-tuning is a
more complex approach, requiring a deeper examination of
the underlying Machine Learning model, model configuration
and natural language processing (NLP) will be examined after
the evaluation of the RAG method.

V. CONCLUSION

The IEM is a proposed software tool that can prove to be
an important assistant to LEAs and police authorities around
the world. Its novel adoption of an LLM, further trained with
the RAG approach using crime data, in combination with a
method to provide recommendations of potential criminals
(where biometric matching scores are available), will allow
end-users to easily and seamlessly obtain incident information
without the need of querying databases. IEM can inform law
enforcement and police officers about specific aspects of a
crime using natural language, making the data retrieval process
easier. IEM exploits a fraction of GenAI’s vast capabilities
and bridges the gap between current forensic/criminalistics
methodologies and trending software solutions. The develop-
ment and implementation of the IEM can provide a definitive
answer on its feasibility question, taking into consideration the



amount of computational resources needed for such a task.
The performance analysis of the system can also highlight
how an LLM understands and further handles criminal-related
information, as well as relevant questions from the end-
users. The replies it provides will be analyzed for biases or
misinformation.
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